Why shoul d you care?
Web- based attacks are here
70% of successful attacks through layer 7 (Gartner)
Wb- based attacks are not goi ng away
Low barriers of entry
Lax security
Vul ns are everywhere
Vul ns are easy to find
Web- based attacks are high profile
Paris H Iton T-Mobile hack
MySpace. com att ack
Web- based attacks forces VISA PCl Cl SP

Aut omati ng these attacks, |let alone self-replicating
attacks, only nake this worse.

Why do these attacks happen?
Wb applications are conpl ex
Mul tiple techs spanning nultiple disciplines
“Not my responsibility”
Program desi gn vs. program i npl enentati on
Exi sting di sconnect between programmers and security

Popul arity of web apps |ike Google Maps, Gmail Qutl ook Wb
Access, Sal eForce.com and Flickr driving nore unaware
programmers into the field

Cl earing up sone nyths
Layer 7 is dom nated by very sinple protocols
FTP
Tel net
SMIP, POP
We are concerned with HTTP/ HTTPS/ WebDav
Sinple '=1limted
Common Myt hs
SSL
« SSL is not Layer 7!
SSL does not secure an applications
SSL secures the communi cation

Everything in presentation works regardl ess of
SSL
XSS has |limted inpact
- AJAX, iFrame renoting, RegExs nmake XSS nmuch worse
than 6 years ago
XSS creation is easy to autonate
Payl oad creation can be separated from payl oad

Web Wrns and Web Viruses



Traditionally attacks are still plentiful
2005 saw rel ease of self-replicating prograns that
automatically exploit web app vul ns.
Web Wor ns
- Conventional and XSS wor ns
Propagate from host to host
Language i ndependent
Sonmewhat OS i ndependent
Spreads itself by sending requests to run on
vul nerabl e hosts that then run worm
Runs on servers
- Payl oads can be pretty nuch anything
Wb Viruses
- Infects different pages on sanme host
Witten in Javascri pt
Conpl etely OS i ndependent
Sinply viewing a page with a browser infects new pages
Runs inside browser on client
Payl oads are bad, even with DOMrestrictions
Keyl oggi ng
For m scr appi ng
Renote control, arbitrary requests

How Wb Worns and Wb Viruses Propagate
- Both propagate exploiting sone vulns in a web app
Send a specially crafted request which all ows code
execution, injects code into into a database of dynam c
content, etc.
Al'l requests travel over HITP
Difficult to detect and stop |layer 7 attack requests
Besi des port 53, port 80 is nbst open port on
firewalls
Wb application firewalls are not generally effective
agai nst conpl ex web apps
Profiling “normal” behavior to detect bad doesn't
wor kK
“Normal ” is constantly changing with types of
users, |oad, (ex: holiday shopping)
Normal site use can | ook |ike attack
Large POSTs (. NET' s viewstate)
Conpl ex fornms/ paraneters with funny
characters
Users fromall over the gl obe.
Anonymi ty enhancenents breaking state
I DS/ I PS evasion at layer 7 is easier than other |ayers
Packet - based vs. stream based IDS/|IPS (David



Maynor/ Robert G aham

http://ww. bl ackhat . r ntation h-| p-
05/ bh-j p- 05- maynor - gr aham pdf)
| P Fragnment hanging — IDS/IPS and web server see

di fferent requests (Dan Kam nsk

http://ww.toorcon. org/ 2005/ sl i des/dkam nsky-
bl ackops2005. pdf)
Many different ways to send attack strings

Conventional Wb Wrm
Executi ng code on server, anything you want
Perl::LWP, Sockets, even netcat
XSS Wrm Web Virus
Restricted by Javascri pt
Uni directional (browser -> host) AKA blind
requests
Arbitrary GETs to any domain
| mmge Obj ect
Script oject
Arbitrary POSTs to any donain
Javascri pt createEl enment to build FORM
docunent . forns[ 0] . subm t
Bi -directional (browser <-> host)
Arbitrary HTTP to sanme donmain
AJAX (exanpl e)
Arbitrary HITP to any domain
- Big tangent to this talk. Yes it
can be done. It can be used for
Very Bad Thing(tm . BlackHat Las
Vegas 2006, baby!

Wb Worns (Det ai | ed)
2 Types
Only conventional ones have been “in the wld”
Conventional Wb Wrm
« Run by underlying OS on server
Al nost any | anguage: Perl, Python, other interpreted
| anguages al | ow sone OS i ndependence
Exploit vulns in web apps that allow renpte code
execution
Buf fer overfl ows
SQL Injection
Cd Bugs
Once spread, executes by
Wrm al ready can execute anything on browser
Limtations
User account that web server or nodul e runs under


http://www.blackhat.com/presentations/bh-jp-05/bh-jp-05-maynor-graham.pdf
http://www.blackhat.com/presentations/bh-jp-05/bh-jp-05-maynor-graham.pdf
http://www.toorcon.org/2005/slides/dkaminsky-blackops2005.pdf
http://www.toorcon.org/2005/slides/dkaminsky-blackops2005.pdf

Under |l yi ng OS
XSS Wb Wrm
Theoretical (MySpace.com attack was Wb Vi rus)
Run inside the browser on the client
Language: Javascri pt
Exploits XSS vulns to get script into other web pages
on ot her hosts
XSS vul ns are | aughably conmon
Once spread, executes by
If XSS script got into backend dat abase
Website will serve it to users, executes
Message boards, forums, user profiles
Limtations
Few | nposed by Javascri pt.
Ref er ence payl oads i n XSS-Proxy, Phuture of
Phi shi ng.

Wb Virus (Detail ed)
Has been seen in the wild (My/Space.com att ack)
Backend dat abases for dynam c content are injected with XSS
code
XSS code served with page view, browser executes XSS which
i nfects nore pages.
Virus? Sure
I nfects pages/ dat abases on sane host
I ncreases exposure of virus, virus runs nore often
Payl oads
Geared nore towards info stealing than host damage
Limtations actually prevent nost host danmage
| mplications of a Wb Virus
Huge! Virus runs in the browser
Truly cross platforminstead of carrying payl oads
for nultiple platforns
| mune to conventional virus detection
Virus is stored database with other highly
dynam ¢ cont ent

Scanner sofware has file system hooks, not
DB hooks

Server filesystem code paths, binaries are
never nodified

How do you even detect nulicious Javascript code?

To client, canme fromsanme origin, the actua
server

Mal i ci ous Javascript | ooks just |ike regular
Javascri pt

Request s i mages, possible from ot her



domai ns (i mages. domai n. con
Mani pul at es/ changes DOM tree
Hooks OnEvents
Cone on, “huge”? Aren't you just selling fear?
Conpare traditional info stealing Trojan to a Wb
Vi rus
Il mage a Wb Virus that uses Javascript to capture
keystrokes, send to 3rd party
Has infected a user's cal endar page on a CRM
Any ot her user who views infected page gets
their calendar infected (AJAX, blind POST,
etc), spreading the virus
I nfect ed pages al so has Javascript to |og
keyst rokes
Keyl ogger persists across that whole domain
( XSS- Proxy, ifranme magic), |ogging keys on
all web pages
Tripwire, integrity checks all pass. |SRs
intact, no cl oaked processes, no |IPC, server
bi nari es not nodified, user's browser not
nmodi fied. No trace that keylogger is
runni ng!

Anal ysis of a Real Web Worm and Web Virus
Perl . Sanity
- Conventional Web Worm
January 2005, sone variants in spring 2005
Perl (wal k through code)
Attack Vector: Code execution in input
Pr opagati on
Googl e searches with static string to find vuln
host s
Perl::LWP to make GET request with attack
par anet er
Payl oad
Page repl acenent
Trivial to fix
Anal ysi s
- Googl e search provided choke point.
Host sel ection very poor, kept infecting sane
host s

No nutation of code, search string, attack string
- Payload was silly
MySpace. com at t ack
Wb Virus
Oct ober 2005



JavaScript with AJAX (wal k through code)
Attack Vector: XSS Exploit allowed <SCRIPT> in profile
Pr opagati on
Used AJAX to inject virus into MySpace profile of
any user view ng infected page.
Payl oad

Used AJAX to force any user view ng infected page
to add user “Sany” to their friend |ist.

Appends the words “Sany is nmy hero” to victins

profile
Anal ysi s
- Awesone Hack
No, | didn't wite it (Toorcon foreshadow ng)

Great proof of concept about using that AJAX is a
security risk even though it foll ows DOM
security.
MySpace | ucked out; could have been nmuch worse
payl oad

Wal k thru of infection scenario.

Truly evil Web Wrns and Wb Viruses
So, what is the worst case with these threats?
Swognoh Wb Worm
Hypot heti cal Conventi onal Wb Worm
“HOy Mdther of G0d, We're Screwed!” backwards
Perl:: LWP
Attack Vector: Mulitple SQ Injection vulns of
di fferent apps
Pr opagati on
Use Google, others to find new sites vuln to one
of our SQL exploits
Mut at e search string
Allinurl: ~=inurl:
Word order
Algorithmto generate nonsense English words
Uses code from N kto web scanner to brute find
new SQ | njection vulns
More data? nmaybe
More infections? maybe
More traffic? tons!
Payl oad Wb

Known vul ns = known app = known dat abase
structure
Dunp user nanes/ passwords to mailing lists,
bl og conment s
Listen to the sound of 100, 000 DROP TABLEs



| NSERT | NTO dat abases wi t h garbage, bad
ASClI |, etc
Random Ni kt o scans are basically a DdoS
1929 Virus
« Hypothetical Wb Virus
Targets a major stock trading site (E-Trade,
Ameritrade, etc)
Javascri pt + AJAX
Attack Vector: XSS exploit to get <SCRIPT> into forum
user profile, stock report, etc
Pr opagati on
Use AJAX/blind POST to inject virus into other
pages using credentials of any user view ng
i nfected page.
Payl oad:
-« Using AJAX to make buy and sell orders on your
behal f
MySpace. com had conpl ex confirmati on pages too.
Not an issue.
2 Modes:
Onl i ne node
Javascri pt uses heartbeat, super secret
bidirectional tunnel to receive
commands from 3rd party
Al l ows massive damage to entire stock
mar ket as thousands of users
si mul taneously sell otherw se healthy
st ocks
Resear ch node
Use AJAX to nonitor certain stocks on
the site, actively looking at rate of
change of the stock to detect
buyi ng/ sel ling trends
| dentify stocks that are starting
decline or are bad
Buy themjust as they start to decline,
sell when dirt cheap.

- Damages a | ot of individual portfolios.
| magi ne 100, 000 users trying to convince the SEC
they really didn't nake a trade.

Even if nmess does get resolved, buys and sells
havi ng changed mar ket and caused ot her buys and
sells by groups external to infected site.

Preventing Wb Worns and Wb Viruses
Utimately, Wrns and Viruses are exploits web app vul ns
Fixing vuln will stop both parts of the infection



Initi

al injection and further propagation

Payl oads
Your web applications are the bricks in the castle wall
around your website. Do you really trust a brick you
downl oaded of f Sour ceForge?

Your i nput

s are your doors and wi ndows; only allow what you

absol utel y mnust

CGui del i nes

Never

trust anything you get fromthe client.

Everyt hing can be nodifi ed!

Never
sani t

“Hi dden” HTM. | nput tags
Cooki es
URL paraneters
POST Dat a
HTTP Headers (Referer, etc)
used input you get fromthe client wthout
izing it
Enforce types: Only nunbers? Only letters?
For mati ng?
Must be this tall to ride; check the size of the
request (TinyDi sk file system
Escape characters like <“ & * | and > to avoid
XSS and SQL Injection vulns.
PHP, ASP, etc have all have built in functions
for this

Val i dators on both sides

Vb f

Cient-side validators exist *solely* for
performance issues

Serve-side validators are the only way to enforce
the rules

rontend needs to represent backend code

FORM POSTs backend code should only all ow access
to POST vari abl es (Request vs.
Request . QueryStri ng)

Do you need a full rel ational database? Wuld a
LDAP directory work?



